CryptoStor" Tape 700 Family

Enterprise-Class Tape Encryption Appliance
SCSI LVD 320 or Fibre Channel 1/2 Gbps

Data Security for Tape

n

Tape and virtual tape storage
protection

Seamless backup compatibility
Authentication/Compression
Media speed AES 128 or 256 tape
encryption

Secure distributed recovery
Clustering for key sharing with
Global Key Management

Fully integrated with CryptoStor
KeyVault

Certi ed interoperability with
leading backup applications and
tape drives

Bene ts

n

n

Plug and protect media security
Audit and regulatory compliance
User and system transparent
Enforced privacy for distributed
tape applications

Cost-effective deployment
Reliable security for sensitive,
trusted, regulated information
Automated and secure archival
and recovery of keys with
CryptoStor KeyVault

WVNeoScale"

NeoScale CryptoStor" Tape 700 is a family of enterprise-class data protection and
privacy appliances for tape media and virtual tape. CryptoStor Tape enables companies
to readily achieve strong, policy-based encryption and authentication for networked,
remote, direct attached and virtual tape systems.

CryptoStor Tape family members support either Fibre Channel (FC) or SCSI interfaces
giving unparalleled exibility. CryptoStor Tape interoperates fully with CryptoStor
KeyVault  industrys rst automated, open and secure Enterprise Key Manager.

Tape at Risk

Tape media is considered the most reliable and common source for enterprise data
recovery. While enterprises have implemented access controls and tighter infra-
structure management provisions, such safeguards do not encompass the tape media
itself. Most data stored on removable media can be lost, stolen or compromised.
Unauthorized users can readily read tape data, analyze con dential information, and
even rebuild entire systems  without a trace.

Security Built for Secondary Storage

CryptoStor Tape is a high-speed tape security appliance that compresses, encrypts and
cryptographically authenticates data as it goes to tape media or virtual tape without
disrupting backup processes. CryptoStor Tape dynamically intercepts backup/restore
communications between hosts and tape libraries centrally managing and fully off-
loading tape media security and encryption functions.

Global Key Management
NeoScale s Global Key Management delivers a tiered strategy for complete key security
while ensuring recovery of encrypted tape information from any authorized location.

n Tape Media Key-per-tape security for maximum granularity

n Appliance FIPS operation mode ensures that unencrypted keys never leave the
appliance. CryptoStor Tape further supports M of N (shared secret) backup and
recovery of system keys and con guration data for secure appliance recovery.

n Data Center CryptoStor Tape clustering automatically shares tape keys and policy
data to ensure automated tape recovery via any clustered tape security appliance. If
an appliance fails, a replacement appliance can be quickly authenticated and synchro-
nized with the remaining cluster members.

n Enterprise-wide Using CryptoStor KeyVault, CryptoStor Tape appliances can now
support worldwide tape recovery through any authorized CryptoStor Tape appli-
ance or CryptoStor Tape Retrieval Software application. This allows automated and
secure sharing of media and keys between data centers, one-step disaster recovery
of keys, and secure sharing of encrypted media with business partners.






