CryptoStor" KeyVault”

Enterprise-Class Key Management

Enterprise Key Management
n Meets FIPS 140-2 Level 3
requirements

Automatic multi-site key sharing
Open Key Management API

n Consolidation of encryption key
management

One-step disaster recovery

Advanced Delete provides dual
control deletion of keys

n Business partner key sharing

Managed services for encryption
keys
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Bene ts

n Enterprise and central management
of all keys

n Automated and secure archival and
recovery of keys

n Cost-effective deployment

CryptoStor KeyVault™

NeoScale™ CryptoStor® KeyVault™ is the industrys rst secure, automated,

and open enterprise-class appliance for data-at-rest encryption key management.
From its total chassis level security meeting FIPS 140-2 Level 3 requirements to

its open APIs allowing 3rd party vendor integration, CryptoStor KeyVault provides
customers with signi cant operational cost savings today while consolidating their
key management systems in the future. CryptoStor KeyVault delivers automated
key management that allows one-step disaster recovery, secure sharing of data with
business partners and key sharing with unprecedented security and ease-of-use.

Key and Policy Management

Random key creation to ensure data privacy. Hardware and

Create Software Random Number Generation for maximum security

Secure and automated key distribution for multi-site access

Distribute to keys

Secure long-term archiving of keys to ensure compliance with

Archive information retention requirements

Secure and simple sharing of encrypted data with business

Share
partners

Recovery of encrypted data and keys when needed at any site.

REELEr Keys are not accessed until actually needed for highest security

Enforcement of data destruction across multiple locations to
meet compliance requirements

Delete

Highest Level of Security

A FIPS 140-2 Level 3 tamper-proof appliance ensures the foundation of security
is solid. All hardware, software, rmware and user operation is covered by the
FIPS certi cation leaving no weaknesses. Building on that foundation, secure
communications between CryptoStor KeyVault, NeoScale appliances, and 3rd
party key management systems are assured with mutual session authentication
using public/private key pairs and SSL/TLS protocols. At no time are keys ever
exposed unencrypted outside of the secure tamper-proof appliance.

Highest Level of Automation

The management of enterprise encryption keys is too important to leave to chance
with complex manual operations. User or operator error can impact data recovery
especially in critical situations such as disaster recovery. CryptoStor KeyVault
automates all of the essential key lifecycle activities, eliminating errors from manual
operations. The enhanced feature, Advanced Delete, provides organizations with
added security by requiring dual control deletion of keys at the edge nodes, thus
preventing human errors and internal attacks. Security managers decide when and
where keys should be made available and create Trust Relationships to automate
their decisions. Once made active, Trust Relationships automatically ensure

that keys are available when and where they are needed and only by properly
authenticated key consumers.

Highest Level of Openness

CryptoStor KeyVault is made open to 3rd party developers through published
APIs (Application Programming Interfaces), sample code, and technical references,
technical briefs and other documentation to help development. The CryptoStor
Developers Site is accessed through the NeoScale Storage Security Portal which
is entered from the NeoScale homepage at www.neoscale.com.






